NHPOPMALMOHHAA MAMATKA
A1 OBYYHAIOWMXCA ANA PASMELLEHWA

HA OONUNANTBHBIX MHTEPHET-PECYPCAX

C KakAblM roJOM MOJIOAENKM B UHTEPHETE CTaHOBUTLCA 60/bLIE, A LUKOMbHUKM OAHWN U3 CaMbIX
aKTUBHbIX NO/b30BaTeiei PyHeTa. Mexay Tem, NOMUMO OFPOMHOTO KO/IMYECTBa BO3MOMXHOCTEN,
WHTEPHET HeceT 1 npobaembl. 3Ta NamaATKa A0/KHA MOMOYb Tebe 6e30MacHO HaxoaMTbCA B CETU.

KomnbloTepHble BUPYChI

KomnbroTepHbIV BUPYC - 3TO Pa3HOBUAHOCTb KOMMbIOTEPHbLIX MPOrPamM, OT/IMYUTENIbHOWM 0COBEHHOCTLIO
KOTOPOM ABNAETCA CNOCOBHOCTb K pasMHOXKeHUI0. B fononHeHMe K 3ToMy, BUPYCbl MOTYT MOBPeAuUTb
WU NONHOCTBIO YHUUTOXUTL BCe $aii/ibl U faHHble, MOAKOHTPO/IbHbIE NO/1b30BATENO, OT UMEHU
KOTOPOro 6bl/1a 3anyLeHa 3apaykeHHas NporpaMmma, a Tak:Ke NoBPeAUTb UK JaXKe YHUUTOXKUTb
onepaLyMoHHYI0 cUcTeMy CO BceMu daiiiamu B LLesIoM. B 60NbLUIMHCTBE C/ly4aeB PacnpoCTPaHAIOTCA
BMPYCbI Yepes UHTEPHET.

MeToabl 3aWuTbI OT BPEAOHOCHbIX NpOorpamm:

1. MCI'IOJ'Ib3y17I COBpEMEHHbIE onepaunoHHble CUCTEMbI, UMeoLLIne Cepbe3HbIl7I YPOBEHb 3aluNTbl OT
BPEAOHOCHbIX NPpOrpamm;

2. MocTosAHHO ycTaHaBAMBal NayuTh (LMdpPOBbIE 3aNNaTKU, KOTOPbIE aBTOMATUYECKM YCTaHAB/IMBAOTCA C
Lesiblo 4opaboTKM Nporpammsl) 1 gpyrne o6HOBAEHWA CBOEN onepaunoHHoM cuctemsl. CKaumBam mx
TO/IbKO C 0pMUMaNbHOro caliTa paspabotumka OC. Ecam cywecTByeT pexnum aBTOMaTUYECKOro
06HOB/IEHUA, BKNIOYU €r0;

3. PaboTali Ha cBoeM KOMNbOTEPE NOA4 NpaBamMmm NoJsIb30BaTENNA, @ HE aAMUHUCTPATOPA. 37O He
no3BonUT 6OI'IbLLIVIHCTBy BPEOOHOCHbIX NpOorpamMmm UHCTaNAINpPOoBaTbCA Ha TBOEM NEPCOHA/IbHOM
KOMNbIOTEPE,

4. Micnonb3yit aHTUBUPYCHbIE NPOrPaMmHble NPOAYKTbI U3BECTHbIX NPOU3BOAUTENEN, C aBTOMATUYECKMM
obHoBNeHMem 6as3;

5. OrpaHuyb GpU3MYECKUA JOCTYN K KOMNbIOTEPY A8 NOCTOPOHHMX ML

6. Micnonb3yit BHeLWHWe HocuTenn nHGopMaLMK, Takne Kak diellka, AUCK nam Gaina us MHTepHeTa,
TOJ/IbKO U3 NPOBEPEHHbIX UCTOYHUKOB;

7. He oTKpbIBait KOMNbIOTEPHbIE dalinbl, NONYYEHHbIE N3 HEHAAEKHbIX UCTOYHMUKOB. [axe Te dainbl,
KOTOpble Npucaan TBOM 3HaKOMbIM. Jlyulle yTOYHM Y HEro, OTNPaBAAA /1N OH Tebe ux.

Cetn WI-FI



Wi-Fi - aT0 He BUA nepeaayn AaHHbIX, He TEXHOOIMA, a BCero nlb bpeHa, mapKa. Ewe 8 1991 roay
HMAep/aHACcKan KomnaHua 3apermctpmposana 6perHg "WECA", 4To 0603Hava0 cnoBoCoYETaHME
"Wireless Fidelity", koTopblit nepeBogmTca KaK "6ecnpoBoaHas TOYHOCTL".

[o Hawero BpeMeHu gowna apyras abbpesmatypa, KOTopas ABAAETCA TaKOM e TeXHoNornen. Ito
abbpesuatypa "Wi-Fi". Takoe Ha3BaHMe ObIJIO A@aHO C HAMEKOM Ha CTaHAAPT BbiCLIEN 3BYKOBOM TEXHUKN
Hi-Fi, yTo B nepeBoae 03Ha4yaeT "BbICOKasA TOYHOCTb".

[a, becniaTHbIM MHTEPHET-A0CTYN B Kade, OTeNAX U a3ponopTax ABAAETCA OT/IMYHOM BO3MOXKHOCTbIO
BbIXO4a B MHTEPHET. Ho MHOrne skcnepTbl cuMTatoT, 4To 0bwenoctynHble Wi-Fi ceTu He aBnstoTcA
6e3onacHbiMu.

CoBeTbl N0 6e3onacHOCcTM paboTbl B 0b6wenocTynHblx ceTax Wi-fi:

1. He nepegasait cBOIO IMYHYO MHPopMaLmio Yepes obwenoctynHblie Wi-Fi ceTn. PaboTtas B HUX,
¥enatesibHO He BBOAMUTb Napon A0CTYNa, IOTUHbI U KaKMe-To Homepa;

2. icnonb3yii 1 06HOBANAN aHTUBUPYCHbIE NPOrpammbl M 6paHamayep. Tem cambim Tbl 06e30onacuilb
cebs OT 3aKa4YKM BMUpYyCa Ha TBOE YCTPOMCTBO;

3. Mpwu ncnonbsosaHunun Wi-Fi oTkAoum pyHKumio "O6wmin goctyn K pannam m npuHtepam". [JaHHan
GYHKLMSA 3aKpbITa MO YMOMYAHWUIO, O4HAKO HEKOTOPbIE MO/1b30BATE/IM aKTUBUPYIOT ee ANs yA,06CTBa
MCMo/Ib30BaHMA B paboTte unu yyebe;

4. He ncnonb3yit ny6anynbint WI-FI ona nepegayum AMYHbIX AaHHbIX, HAaNnpMmep 415 Bbixo4a B
COUMasIbHbIE CETU U B S/IEKTPOHHYIO MOYTY;

5. Nicnonb3yi TonbKo 3awmiLeHHoe coegmHeHne yepes HTTPS, a He HTTP, T.e. npu Habope Beb6-agpeca
BBOAU MMeHHOo "https://";

6. B mobunbHOM TenedpoHe oTKAtoun pyHKUMIo "MoaknoueHme K Wi-Fi aBTomaTnueckun". He gonyckai
aBTOMATUYECKOTO NOAKIYEHUA yCTpoicTBa K ceTam Wi-Fi 6e3 TBoero cornacums.

CoumanbHble cetn

CoumanbHble CeTM aKTUBHO BXOAAT B Hawy XWU3Hb, MHOIrnMe nroaun pa60Ta+0T N XXUBYT TaM NOCTOAHHO, a B
Facebook YXe 3apernctpnuposaH Mmnnaanapd 4enoBekK, 4ToO ABNAETCA OAHOVI cep,bmoﬁ BCEX KUTenewn
naaHeTbl. MHorne nonb3osaTenn He NOHMMALOT, YTO MHd)OpMaLI,MFI, pa3melwieHHaa MU B COLLMaIbHbIX
CeTAX, MOXeT 6bITb HaﬁAEHa M UCNON1b30BaHA KEM YroaHo, B TOM 4ncne He obAsaTenbHO ¢ 61arumu
HamepeHnamu.

OcHoBHble coBeTbl N0 6e30MacHOCTM B COUuMaNbHbIX CeTAX:

1. OrpaHnyb CNUCOK Apy3eit. Y Teba B Apy3baX He A0/HKHO BbiTb CYyYaHbIX U HE3HAKOMbIX /l04el;



2. 3aWMLLLai CBOK YACTHYIO KM3Hb. He yKasbiBan napoau, TenedoHsbl, agpeca, 4aTy TBOEro POXKAeHUA U
APYTYIO IMYHYI0 MHGOPMALMIO. 3/10YMbILAEHHUKM MOTYT UCNO/b30BaTb AaxKe MHGOPMaLUIO O TOM, Kak
Tbl M TBOM POAMUTENN NNAHUPYETE NPOBECTM KaHUKY/bI;

3. 3awWmLLan CBoK penyTaumio - AepXu ee B YACTOTe M 3a4aBal cebe Bonpoc: XxoTen bbl Tbl, YTOObI
Apyrve nosib3oBaTeNIn BUAENN, YTO Thbl 3arpyKaelb? Moaymaii, npexae 4em 4To-To onyb6aMKoBaTh,
HamnucaTb U 3arpysuThb;

4. Ecnv Tbl TOBOPULLIb C IIOAbMU, KOTOPbIX HE 3Haellb, HE UCMO/Ib3yi CBOE peasibHOe UMSA U APYTYIO
JIMYHYI0 MHGOPMALMU: UMA, MECTO KUTENbCTBA, MECTO y4ebbl U Npoyee;

5. N3berait pasmelneHmnsa ¢otorpaduin B UHTepHeTe, rae Tl M306parkeH Ha MeCTHOCTM, MO KOTOPOIA
MOKHO ONpPesennTb TBOE MECTOMNOJIOKEHUE;

6. Mpw perncrpaummn B coumanbHOM ceTm HeobXx0AMMO NCNOJb30BATH C/I0XKHbIE NAPO/U, COCTOALLME U3
6YKB M UMDP M C KONNYECTBOM 3HAKOB He MeHee §;

7. Qna cou,maanoﬁ CeTn, NoYTbl N OPYyrux canTos HeO6XO,CI,VIMO MCNOJ1b30BaTb Pa3Hbl€ NApPO/IN. Torpa
ecnu Tebs B3/10MaloT, TO 3/1I0YMbIWNEHHUKN NONYyHaT 4O0CTYyN TOJZIbKO K O4HOMY MECTY, a HE BO BCe Cpasy.

al'leKTpOH Hble AEeHbIN

3}'IEKTp0HHbIe AEHbIN - 3TO O4YEHb y,D,O6HbIl7I cnocob nnaTe>+<e171, OAHAaKO CyWeCTBYHOT MOLWLEHHUKMWN,
KOTOpble XOTAT NONY4YUTb 3TN AEHbLIN.

3I'IEKTp0HHbIe AEeHbrn NoABMUINCb coBCEM HEAQABHO N MUMEHHO MN3-3a 3TOIN0 BO MHOIMX rocygapcreax 4o
CX NOp HE NPONMNCaHO NPO HNX B 3aKOHax.

B Poccuun e OHm d)yHKLI,MOHMperT N O HUX yXKe NPONMCaHo B 3aKOHE, rae nx pasaenatotT Ha HECKOJIbKO
BUA,0B - aHOHMUMHbIE U He aHOHUMHble. Pa3HuMUa B TOM, YTO aHOHUMHbIE - 3TO Te, B KOTOPbIX
pa3pewaeTca nposognTb onepaunmn 6es MAEHTMd)MKaLI,MM nonb3oBaTesiA, a B HEAHOHUMHbIX
M,D,EHTVI(I)VIKaLI,VIFI nosib3oBaTens ABnserTca obAsaTeIbHON.

TaKXke cnefyeT pa3nnyaTtb 3NEKTPOHHbIE PpMaTHbIE AeHbrM (PaBHbI FOCYAaPCTBEHHbIM Ba/iloTam) U
3/1eKTPOHHbIe HeduaTHble AeHbrM (He paBHbl FOCYAapPCTBEHHbIM BaloTam).

OcHoBHble coBeTbl N0 6e3onacHolM pa60Te C 9/1EKTPOHHbIMU AEHbramm:

1. NpuMBAXKM K cHeTY MOBUNbHBIN TenedoH. ITo caMbiii YA0BHbIN 1 BbICTPbI cnocob BOCCTaHOBUTb
[0CTYN K cyeTy. MpuBaA3aHHbI TenedoH NOMOXKET, ecnn 3abyaellb CBOW NaaTeXHbIM Naposib UK
3aMgellb Ha CaNT C HE3HAKOMOTFO YCTPOMCTBA;



2. Ucnonb3yit ogHopasosble naposu. Mocne nepexoaa Ha yCUAEHHYIO aBTopu3aLmio Tebe yxe He byaer
YrpoKaTb ONAaCHOCTb KPaXkM MAKM NepexsaTa NaaTeXHoro napons;

3. Bbibepu cnoxHbIii naponb. MpectynHnUKam byaeTt He NPOCTo yragaTth C/I0XKHbIN Naposb. HagexHble
Napo/iM - 3TO NAPOJIN, KOTOPbIE COAEPKAT HE MeHee 8 3HAKOB 1 BKAKOYALOT B ce6A CTPOYHbIE U
nponucHble ByKBbl, LMPPbI U HECKOJIbKO CUMBOJIOB, TaKMe Kak 3HaK Aonnapa, GpyHTa, BOCKINLATE/bHbIN
3HaK 1 T.n. Hanpumep, StROng!;;

4. He BBOAW CBOM /INYHbIE AaHHbIE Ha CaliTax, KOTOPbIM He A0BepAellb.

DNeKTPOHHaA noyTa

DNIEeKTPOHHAsA NoYTa - 3TO TEXHONOMMA U NPeAOoCTaBAAEMbIE €t YCAYTY NO NEPECHINKE U MOAYYEHUIO
3/1EKTPOHHbIX COOBLLEHMI, KOTOPbIE pacnpesnensaoTca B KOMMNboTEPHOM ceTU. OBbIYHO INEKTPOHHbI
NMOYTOBbIV ALLMK BbIFNALUT Cleyowmnm 0bpasom: MMA_MoNb30BaTeNs @MMA_AoMmeHa. TakkKe Kpome
nepesayun NpocToro TEKCTa, MMeeTCAa BO3MOXKHOCTb NepesaBaTtb Gpaisbl.

OcHoBHble coBeTbl No 6e30nacHoM paboTe ¢ 3/1eKTPOHHOM NOYTOI:

1. Hapo BbIOpaTb NpPaBUAbHbIM NOYTOBLIN CEpPBUC. B MHTEpPHETE eCcTb OrPOMHbIN BbIbOp 6ecnaaTHbIX
NMOYTOBbIX CEPBUCOB, O4HAKO /yylle A0BEPATb TEM, KOro 3Haellb U KTO NepBbiii B PeATUHTE;

2. He yKasblBaii B IMYHOM NOYTE IMYHYIO MHbOPMaLMIO. Hanpumep, yywe BbibpaTb
"My3blKanbHbIN_paHat@" nam "pok2013" BmecTo "Temall";

3. Wicnonb3yit ABYX3TanHyto aBTopM3aumio. 3To Korga NoMMMO Napoaa HYKHO BBOAMTL Kog,
npucbinaemsblii no SMS;

4. Bbibepu cnoXKHbIN Napob. s KaxKaoro NoYToBOro ALWMKA A0/KeH ObITb CBOM HaAeKHbIN,
YCTOMYMBbLIM K B3IOMY NapOb;

5. EcAm ecTb BO3MOXKHOCTb HanucaTb camomy CBOW INYHbIN BOMpoOC, VICI'IOI]b3y171 3TY BO3MOXHOCTb,

6. Micnonb3yi HECKOJ/IbKO MOYTOBbLIX ALWMKOB. [epBblii A5 YaCTHOW Nepenncku ¢ agpecatamm, KOTOpbIM
Tbl AOBEpPSELIb. ITO 3/IEKTPOHHbIM apec He Hago UCNONb30BaTb NPU PerncTpauum Ha ¢opymax u
canTax;

7. He oTKpbiBait dalinbl n gpyrue BAOXKEHMA B MUCbMaX, LaXKe eCNn OHU MPULLAN OT TBOUX Apy3ei.
Jlyywe yTOUYHM y HUX, OTNPABAAAN I OHW Tebe 3Tn dalinbl;

8. Nocne okoHYaHMA paboTbl HAa MOYTOBOM CepBMCE Nepes 3aKpbiTUEM BKAAAKN C CAUTOM He 3abyab
HakaTb Ha "BbiAtn".

KnbepbynnnHr unvm BupTyanbHoe U3AeBaTebCTBO



KnbepbynnuHr - npecnegoBaHne coobLEeHUAMN, COAEPKALLMMIN OCKOpbiIeHUs, arpeccuto,
3anyrmsaHume,; XyanraHCTeo,; counasibHoe 6OVIKOTMpOBaHMe C NMOMOLLbIO Pa3INYHbIX UHTEPHET-CEPBUNCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ KMbepbynnnHrom:

1. He 6pocatica B 604. Jlyuwwmnii cnocob: NnocoBeTOBaTbLCA KakK cebsa BECTU U, EC/IN HET TOTO, K KOMY
MOKHO 06paTUTbLCSA, TO BHaYae yCNnoKoMTbCA. ECM Tbl HAYHELW b OTBEeYaTb OCKOPBAEHUAMM Ha
OCKOpO1eHMSA, TO TONIbKO elle 6o/blie Pa3oXkKKelb KOHP/IUKT;

2. YnpaBnsin ceoei KnbeppenyTtauuei;

3. AHOHMMHOCTb B CETU MHMMas. CyLLecTBYIOT CNOCOObI BbIACHWUTb, KTO CTOMT 3@ aHOHUMHbIM
AKKayHTOM;

4. He cToWT BECTM XYIMTAHCKNI 06pa3 BUPTYabHOM KU3HU. IHTEpHET UKCUpPYET BCe TBOM AENCTBUA U
COXpaHsAeT ux. Yaanutb ux 6yaert kpaliHe 3aTpyAHUTENbHO;

5. Cobntopaii CBOK BMPTYaIbHYHO YECTb CMOJIOAY;

6. UrHopupyl eguHUYHLIV HeraTue. O4HOPa30Bble OCKOPOUTENbHbIE COOBLEHMS /lyYlle UTHOPUPOBATb.
O6bIYHO arpeccusa NpeKpaLLaeTcs Ha HavalbHOM CTaauu;

7. baH arpeccopa. B nporpammax 0bmMeHa MrHOBEHHbIMMU COO6LLI,EHI/I’FIMM, B COUManbHbIX CETAX €CTb
BO3MOXHOCTb 6ﬂ0KVIpOBKVI OoTnpaBKu COO6LLI,eHMl\;1 conpeneneHHbIX agpecos,

8. Ecan Tbl cBuaeTenb KM6ep6ynnMHra. Teoun AEﬁCTBMHi BbICTYNNTb NPOTUB NpecnenoBaTteiad, NOKa3aTb
emy, 4TO ero Ael\/‘ICTBMH OUEHNBAKOTCA HEMATUBHO, NOAAEPKATb XKEPTBY, KOTOpOVI HY>XHa
ncnxosorn4yeCkada nomollp, C006LLI,MTb B3POC/1biIM O d)aKTe arpeccmMBHOro nosegeHMA B CeTU.

MobunbHbil TenedoH

CoBpemeHHble CMapTPOHbI M NNAHLWETLI cogep:KaT B cebe BNoHe B3pOC/blit GYHKLMOHAN, U Tenepb
OHW MOTYT KOHKYPMPOBaTb CO CTaLMOHAPHbIMM KoMNbloTepamn. OLHaKo, CPeacTB 3aLLMTbl 415
NoAo06HbIX YCTPOMCTB NOKa 04eHb Masno. TeCTUPOBaHME M NOUCK YA3BUMOCTEN B HUX MPOUCXOAMUT He TaK
WMHTEHCUBHO, KaK A MK, To ke camoe KacaeTcs U MOBUAbHBIX NPUNONKEHWN.

COBpEMEHHbIe MOBUNbHbIE 6pay3epb| yXe nNpakTnyeckn gorHaan HactoJibHble aHanorn, oaHako
pacwumnpeHune (I)yHKLI,MOHaﬂa B/1IeYeT 3a coboi 6OJ'IbLL|yIO C/IOXKHOCTb U MEHbLLWYIO 3alUNLWLEHHOCTD.

[aneko He Bce NPOM3BOAMUTENN BbIMYCKAOT 06HOBEHMA, 3aKPbIBAIOLLME KPUTUUYECKME YA3BUMOCTU A5
CBOWX YCTPOWCTB.

OcHoBHble coBeTbl AN 6e30nacHOCTN MOBUIbHOTO Te/'led)OHaZ

Hwunuyero He AaBAAeTCA NO-HacToAWemy b6ecnnaTHbIM. byab OCTOpOXKeH, Begb Koraa Tebe npegnararoTt
6ecnnaTHbIN KOHTEHT, B HEM MOTYT 6bITb CKPbITbl KAKMe-TO NaaTHble YCNYTK,

Odymai, npexae yem otnpasutb SMS, poTo nnun Buaeo. Tbl TOYHO 3HaELLb, FAe OHWU ByayT B KOHEYHOM
utore?



HeobxoamMmo 06HOBAATL ONEepPaLLMOHHYO CUCTEMY TBOETrO CMapTHOHa;
Ncnonb3yit aHTUBUPYCHbIE NPOrpammbl 414 MOBUIbHbLIX TenepoHOB;

He 3arpy»kalt NpuaoKeHnsa oT HEM3BECTHOIO MCTOMHMKA, BEAb OHU MOTYT COAEep*KaTb BpegOoHOCHOe
nporpammHoe obecneyeHue;

Mocne Toro Kak Tbl BblAELb C CaliTa, rae BBOAU ANYHYIO MHPOPMaLMIO, 3aiiAM B HACTPOMKK Bpay3epa
n yganu cookies;

Mepuoanyeckn NpoBepain, Kakne naaTHble YCAYrn aKTUBMPOBaHbI Ha TBOEM HOMEPE;
[Jasait cBoit Homep MobuabHOro TenedoHa TONIbKO IO AAM, KOTOPbIX Tbl 3HaELWb U KOMY A0BEpsELlb;

Bluetooth gonkeH 6bITb BbIKAOYEH, KOr4a Tbl UM He NoJsib3yellbea. He 3abbiBait MHOrA4a NpoBepATb 3TO.

Online nrpbl

CoBpemeHHble OHNaNH-UIPbI - 3TO KPACcoUYHble, 3aXBaTbIBalOWME pasBieYeHmns, 06 beanHALWME COTHU
TbICAY YeIOBEK MO BCEMY MUPY. MIFPOKK nccieayroT AaHHbIA UM MUP, 0BLLaTCA APpYr C APYrom,
BbIMO/IHAIT 33aaHNA, CPAXKAKOTCA C MOHCTPAMM U NOJTYYatoT OMbIT. 33 YA4,0BO/ILCTBUE OHU NAATAT:
NMOKYNaoT AMCK, ONIaYNBaOT abOHEMEHT UM NMPUOBPETAIOT KaKMe-To OMNUUM.

Bce aTM cpeacTBa MAyT Ha Nogaep:KaHue U pa3BUTUE UIPbl, @ TaKKe Ha camy 6e30MacHOCTb:
COBEPLLEHCTBYHOTCA CUCTEMbI aBTOPU3aLMM, BbIMYCKAOTCA HOBble NaTuu (L1 poBble 3annaTkm ans
nporpammy), 3aKpbiBarOTCA YA3BUMOCTU CEPBEPOB.

B FIO,D,O6HbIX nrpax CtTonTt onacaTtbCA HE CTOJZIbKO CBOUX CONEPHUKOB, CKOJIbKO KPaXXn TBOEro napo/sifa, Ha
KOTOPOM OCHOBAHa CUCTEMaA aBTOpPU3aLLUK 6onblWMHCTBA urp.

OcHoBHble coBeTbl N0 6e30MacHOCTM TBOETO UrpoBOro akKKayHTa:

1. Ecam gpyroit urpok Beget ceba naoxo uam cosgaet Tebe HENPUATHOCTM, 3a610KUPYI ero B CMcKe
WIPOKOB;

2. I'Io>1<anyl7|c;=| AOMUNHUCTPATOPAM UTPbl Ha NJI0OX0E noBeaeHME 3TOro UrpokKa, KenaTesibHO NPUN0OKNUTb
Kakne-To A0Ka3aTe/ibCTBa B BUAE CKPUHOB,

3. He yKasbiBai An4Hyto nHpopmaumio B npodaiiie urpbl;
4. YBaal opyrux y4acTHUKOB MO UTPE;

5. He ycTaHaBnmBai HeoduUManbHble MAaTYN U MOAbI;

6. Micnonb3yi CNOXKHbIE M pPa3Hble NApoau;

7. [axe BO BPeMA Urpbl He CTOMT OTK/IHOYaTb aHTUBMPYC. MOKa Tbl UTpaeLlb, TBOW KOMMNbIOTEP MOTYT
3apasuTb.



DPUWKMHT nan KpaXa IMYHbIX AaHHbIX

O6bIYHOM KparKkeln AeHEr U ALOKYMEHTOB CEroAHA yKe HUKOro He YAMBULLb, HO C Pa3BUTUEM UHTEPHET-
TEXHONOMNI 3/10YMbILLIJEHHUKN NEPEMECTUNCE B UHTEPHET, U NPOAOMKAIOT 3aHMMATbCA "Ntob6MmbIM"
OENOM.

TaK nosBWIACb HOBas Yrpo3a: MHTEPHET-MOLLIEHHUYECTBA UM GULLNHT, F1aBHAA LLe/ib KOTOPOro COCTOUT
B MNOJlyY€HWUM KOHOUAEHUMANbHBIX AaHHbIX NO/b30BaTe/Ie - IOTMHOB U Naposiei. Ha aHrnicKom A3bike
phishing uiTaeTcsa Kak ¢uwmHr (ot fishing - pbibHan nosna, password - naponb).

OcHoBHble coBeTbl N0 6opbbe ¢ pUWnHrom:

1. Cheaum 3a cBOMM dKKayHTOM. Ecan Tbi nogospeBaellb, YTO TBOA aHKETa 6bina B3/10OMaHa, TO
H606XOAMMO 336ﬂ0KMDOBaTb een COO6LLI,I/ITb AOMUNHUCTPATOPaM pecypca 06 3TOM KaK MOXHO CKopeeg,;

2. MCI'IOJ'IbSVVI 6e3onacHble Be6-C3I7ITbI, B TOM YUCne, UHTEPHET-MaAraanHoB U MOUCKOBbIX CUCTEM;

3. MCI'IOJ'IbSVVI CNIOXXHbl€ U pa3Hble Napoan. Takum o6pa30N\, ecnn Tebn B3/10MatOT, TO 3/1I0YMbILWWNIEHHUKHN
nony4yat A40CTyn TO/ZIbKO K OAHOMY TBOEMY I'IpOd)VIfII-O B CE€TU, a HE KO BCeEM,

4. Ecnu Tebs B3nomanu, To HeobxoaMMo NpeaynpeanTb BCex CBOMX 3HaKOMbIX, KOTopble 4obaBneHbl y
Tebs B ApY3bAX, O TOM, UTO Te6A B3NOMaNN U, BOSMOXHO, OT TBOEro MMeHU ByaeT paccblNaTbCA Clam U
CCbIJIKM Ha PULLNHTOBbIE CaMTbI;

5. YcTaHoBM HageHbIM naposib (PIN) Ha MO6UbHBIN TenedoH;
6. OTKNOUYM coxpaHeHue napons B bpaysepe;

7. He oTKpbiBait dpalinbl v gpyrve BAOXKEHMS B MUCbMaXx, LaXKe eCNn OHU MPULLAN OT TBOUX ApYy3ei.
Jlyywe yTOYHM Y HUX, OTNPABASAAN N OHW Tebe 3Tu daiinbl.

UndpoBsan penyTtauun

LUndposan penytauma - 3To HeraTMBHAA MAM NO3UTMBHaA MHOPMaLMs B ceTh o Tebe.
KomnpomeTnpytowan MHGopmaLma, pasmelLLleHHan B UHTEPHETE, MOXKET cepbe3HbIM 0H6pasom
OTpPa3uTbCA Ha TBOEK peanbHOM Xu3HKU. "LUndposas penytauma” - 3To TBOM UMUAK, KOTOPbIN
bopmupyetca u3 MHpopmauum o Tebe B UHTEPHETE.

TBOE MecCTO XUTeNbCTBa, yqe6b|, TBOE ¢MHaHCOBOG nonoxeHue, ocobeHHoCTH XapaKTepa U pacCKasbl O
6/IM3KMX - BCe 3TO HaKaN/IMBaeTCcs B CETU.

MHorvne NoApPOCTKN NErKOMbICIEHHO OTHOCATCA K Ny6AMKaUUN INYHON MHPOPMaUUK B MHTepHeTe, He
NOHMMas BO3MOKHbIX NMocieacTeumid. Tbl AaKe He CMOXKeLLb A0ragaTbcA 0 TOM, YTo doTorpadus,
pasmelleHHan 5 neT Hasag, cTana NPUYMHON 0TKas3a NPUHATL Teba Ha paborTy.



KommeHTapuu, pasmelieHue TBomx dotorpadmin n gpyrme AencTBmMA MOTyT HE MCYE3HYTh Aarke nocne
TOro, KaK Tbl UX yAannWb. Tbl HE 3HAELb, KTO COXPaHMA 3Ty MHPOPMaLMIO, NONAA 1M OHA B MOUCKOBbIE
CUCTEMbBI M COXPaHMIACh /I OHA, A FNABHOE: YTO NOAYMAIOT O Tebe OKpy:KatoLWwMme Ntam, KoTopble
HaNAYT 1 yBUAAT 3T0. HanTn MHGOPMaLMIO MHOTO NIeT CNYCTA CMOXKET Ntoboi - Kak 13 fo6pbix
nobyXaAeHWM, TaK U C HAMEPEHUEM NPUYMHUTL Bped. ITO MOMKET ObITb KTO YrogHO.

OcHoBHble cOBeTbI NO 3aLmTe LMbPOBON penyTauum:
1. Mogymaii, npexae yem 4To-To Ny6/IMKOBaTh M NepeaasaTtb y ceba B 610re namn B coumasnbHOM cetu;

2. B HacTpoiikax npodunns ycTaHoBM OrpaHUYEHUs Ha NPOCMOTP TBOEro Npoduas 1 ero coaepH umoro,
caenan ero TonbKo "ana gpysen”;

3. He pa3meLuai 1 He yKasbiBali MHGOPMaLMIO, KOTOPas MOXKET KOoro-1Mbo ockopbaaTb i obuKaTb.

ABTOpCKOE NpaBo

COBpeMeHHbIe LWKOJIbHUKWN - aKTUBHbIE NMO/Ib30BaTE/IN LI,VICprBOI'O NPOCTPaHCTBA. OpnHaKo pganeko He Bce
3HAKT, YTO NOJZIb30OBAHNE MHOTMMU BO3MOKHOCTAMU LI,I/Id)pOBOI'O Mupa Tpe6yeT C061'II-O,£I,GHVIFI npaB Ha
UHTENNEKTYA/IbHYIO COBCTBEHHOCTb.

TepMMH "VIHTeIU'IeKTya}'IbHaFI CO6CTBEHHOCTL" OTHOCUTCA K Pa3/IMYHbIM TBOPEHUAM HENOBEYECKOTO YMa,
Ha4nHaA C HOBbIX M306p€TEHl/I171 M 3HAKOB, 0603Haqarou.|,v|x COBCTBEHHOCTb Ha NPO4AYKTbl W yCnyru, n
3adKaH4YnBaA KHUramu, d)OTOI'pad)MFIMM, KMHOd)MJ'IbMaMM M My3blKaJibHbIMU NMPOU3BEAEHUAMMN.

ABTOpPCKME NpaBa - 3TO NPaBa Ha UHTEN/IEKTYa/IbHYO0 COBCTBEHHOCTb Ha MPOU3BEAEHNA HAYKK,
INTepaTypbl U UCKYCCTBA. ABTOPCKME NpaBa BbICTYNatoT B KAYecTBe rapaHTMmM TOro, YTo

WHTENNEKTYa bHbIN/TBOPYECKUIA TPy, aBTOpa He ByaeT HanpacHbIM, 4AcT eMy ClpaBeanBbIe
BO3MOKHOCTM 3apaboTaTb Ha pesyabTaTax CBOEro TpyAa, Noay4ymTb U3BECTHOCTb M NPU3HaHMe. HUKTO
6e3 paspeLleHnn aBTopa He MOKEeT BOCNPOU3BOAMUTL €ro NPon3BeaeHne, PacnpoCcTPaHATb, Ny6aMYHO
[EeMOHCTPUPOBaTb, NPOAAaBaTb, MMNOPTMPOBATL, NYCKaTb B MPOKAT, Ny6/IMYHO UCMONHATD,
NOKa3blBaTb/MCNOAHATbL B 3dMpe UaM pasmeLlaTtb B MHTepHeTe.

Ucnonb3oBaHue "I'IMpaTCKOFO" nporpammHoro obecneyeHus moxeT npmnBectn K MHOTMM PUCKaM: OT
noTepun AaHHbIX K TBOMM aKKayHTam 40 6ﬂ0KMpOBKM TBOEro yCTpOVICTBa, rae yCraHoB/1eEHA HeNerasibHanA
nporpamma. He cTouT TakKe 3a6bIBaTb, YTO CYyLLECTBYIOT /ieraJibHble U b6ecnnaTHble nporpammel,
KOTOpbleé MOXXHO HalTWN B CETU.

O noptane

CeTeBVI‘-IOK.pd) - TBOW [NaBHbIM COBETYUK B CETU. 34ecb Tbl MOXKeLb Y3HaTb O 6e30nacHOCTU B CETH
MNOHATHbIM U AOCTYMNMHbIM A3bIKOM, @ MPN BOSHUKHOBEHUN KpMTW—IeCKOﬁ CUTYyauunm 06paTMTbCFI 3a
coBeToM. A TaKXe NPUHATb y4acTne B KOHKypCcax U CTaTb CamMbiM Ll,Md)pOBbIM I'pa)KAaHVIHOM!



